Wireless Security
7-11 Apr, 2012

Course Outline

« Introduction to Wireless
Security Models

- Providing Services

« Advanced Protocol Analysis

« Best Practices

« Wireless Intrusion Detection

» Wireshark

- Packet Crafting

« Wireless Discovery

« War Driving

» Rogue Devices

- Eavesdropping

« Authentication

« Authentication Framework

« Algorithms

« WPA-TKIP

« VPN and Wireless

+ Wireless Monitoring

+ Wireless Deployment Workshop

Fees: (950 OR\2,467 USD)
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Easy ways to register: Tel: +968 — 24511133 Fax: + 968 — 24511155 Email:training@infoshield.com.om

Post completed form to: P.O Box189 P.C 101, Muscat

Course Description Course Instructor

Wireless networking is today’s fastest growing LAN .
solution—-providing flexibility, cost savings and extended
communications. As wireless LANs explode in popularity,
learning all the good, the bad and the ugly of wireless
security can be daunting.

Who Should Attend?
Kevin Cardwell spent 22 years in the U.S. Navy. During this
1. Security Professionals time, he tested and evaluated Surveillance and Weapon
Systems software. He is the technical editor of the Learn-
‘ 2. Security Administrators ing Tree Course, Ethical Hacking and Counter Measures,
and Computer Forensics within the US and UK.
. 3. Network Administrators j " " o |
Mr. Cardwell’s Qualifications Include :

- Certified Ethical Hacker (CEH).

- Certified Security Analyst (E|CSA).

- Qualified Penetration Tester (QPT).

- Certified in Handheld Forensics and Advanced
Mobile Phone Forensics.

- Computer Hacking Forensic Investigator (CHFI).

- Live Computer Forensics Expert (LCFE).

- Holds a BS in Computer Science from National
University in California and a MS in Software
Engineering from Southern Methodist
University (SMU) in Texas.

Pre-requisites

« Firm understanding of the Windows
Operating System.
+ Knowledge of TCP/IP and networking.



